CREDIT BANK OF MOSCOW'S PERSONAL DATA PROCESSING POLICY
1. General Provisions
1.1. This Policy regulates the framework, purposes and principles of personal data processing in CREDIT BANK OF MOSCOW (the "Bank").
1.2. This Policy is based on Federal Law No. 152-FZ dated 27.07.2006 "On Personal Data" (the "Personal Data Law").
1.3. The terms and designations used herein have the same meanings as in the Personal Data Law.
1.4. The Bank is a personal data operator and is listed in the register of personal data operators.
1.5. The Bank shall organise and ensure personal data processing and the safety of any personal data it processes, all in accordance with Russian laws, the Bank of Russia's regulations and the Bank's bylaws.
1.6. Any personal data processed in the Bank constitute restricted information, to which all information protection requirements of the Bank's bylaws apply.
1.7. Legal, organisational and technical measures required to protect personal data are provided for in the Bank's information protection bylaws.
1.8. This Policy shall be made available to general public through the Bank's official website http://www.mkb.ru.
2. Purposes of Personal Data Processing 
The Bank processes personal data for the following purposes:
2.1. Carrying out banking operations and other activities contemplated by its Charter, licenses and bylaws, the Bank of Russia's regulations and applicable Russian laws, including inter alia:
· taking corporate and private monetary deposits (demand and time);
· investing taken funds on its own behalf and for its own account;
· opening and maintaining corporate and private bank accounts;
· making money transfers as instructed by individuals and legal entities, including correspondent banks, through their accounts;
· collecting cash, promissory notes, payment and settlement instruments and rendering cash management services to individuals and legal entities;
· purchasing and selling foreign currencies in physical or book-entry form;
· taking deposits of and investing precious metals;
· issuing bank guarantees;
· making non-account transfers including electronic fund transfers (excluding postal transfers);
· issuing surety bonds implying payment obligations to any third parties;
· acquiring payment claims to any third parties;
· managing cash and other asset on behalf of individuals or legal entities;
· dealing with precious metals and gems in compliance with Russian laws;
· leasing special premises or vaults therein to individuals and legal entities for storage of documents and valuables;
· rendering consulting and information services;
· issuing, buying, selling, booking, safekeeping and otherwise dealing with securities serving as payment documents, with securities evidencing money in deposits and bank accounts, with other securities that may be dealt with without a special license as may be required by federal laws, and managing any such securities on behalf of individuals and legal entities;

· carrying out any other activities not prohibited for banking credit institutions by applicable Russian laws.

2.2. Keeping records on its employees and persons wishing to be employed by it, to facilitate their hiring, training, promotion, access to applicable benefits, and performance of job duties, all in accordance with the Russian Labour Code.

2.3. Conducting promotions, surveys, marketing and other studies.

2.4. Preparing statistical reporting, in particular for filing with the Bank of Russia.

2.5. Carrying out administrative and maintenance activities.

2.6. Performing its contractual obligations.

2.7. Handling customers' inquiries.

2.8. Maintaining a talent pool.

2.9. Organising access control at its facilities.

2.10. Carrying out technical management of its internet services, analysing and improving their performance.
3. Personal Data Processing Timeframes 
Personal data processing timeframes depend on the validity periods of agreements with relevant data subjects, the Russian Labour Code, the Ministry of Culture's order No. 558 dated 08.25.2010 "On Approval of the List of Typical Administrative Archival Documents Generated by State Bodies, Local Authorities and Organisations, Indicating Retention Periods", prescriptive periods, and other requirements of Russian laws.
4. Principles and Conditions of Personal Data Processing 
The Bank shall process personal data based on the following principles:
· legal and fair treatment;
· restricting personal data processing once its pre-defined and specific purposes are achieved. Personal data may not be processed other than for the purposes for which it was collected;
· consistency of the scope and nature of processed personal data, and methods of its processing with the purposes for which it was collected;

· correctness of personal data, its adequacy for processing purposes, desisting from processing more personal data than required for the purposes for which it was collected;

· no merging of databases containing personal data created for incompatible purposes;

· no storing of personal data in a form making data subjects identifiable longer than required for the purposes of its processing, unless otherwise provided for by federal laws or the agreement (in relation) to which such data subjects are parties, beneficiaries or sureties;

· deleting or depersonalising personal data once the processing purposes are achieved or lose relevance, unless otherwise provided for by federal laws;

· keeping personal data confidential;

· obtaining data subjects' consent to processing of their personal data.

5. Personal Data Protection Measures
5.1. In accordance with article 19, part 2 of the Personal Data Law, the Bank and its branches shall use organisational and technical protection measures to protect personal data they process.
5.2. Control functions in respect of organisational and technical measures protecting personal data processed in the Bank's information systems shall be performed by the subdivision and employees responsible for organising personal data processing and ensuring personal data protection.
6. Rights and Duties Related to Personal Data Protection
6.1. The Bank's management shall ensure:
· confidentiality of information containing personal data;
· compliance with personal data processing requirements of laws and the Bank's bylaws;

· in case of its reorganisation or liquidation, record keeping, safety, and delivery for state storage, of personal data in accordance with Russian laws.
6.2. Anyone authorising the Bank to process their personal data, may access such data and request information relating to its processing pursuant to article 14 of the Personal Data Law.
7. Liability for Protecting Personal Data
The Bank's management shall be liable for any breach of any provisions hereof and personal data processing/protection rules, and may hold any employees of the Bank liable for any such breaches in accordance with applicable Russian laws.
8. Enactment and Revision of the Policy 
8.1. This Policy shall be enacted by order of the Chairman of the Management Board.
8.2. This Policy shall be revised on a regular basis, and upon any changes to Russian personal data laws, upon validation of information security measures used and upon other control exercises.
