Annex

to CREDIT BANK OF MOSCOW’s order No. 1728 dated 30.11.2021

CREDIT BANK OF MOSCOW’s
PRIVACY POLICY
1. General Provisions
1.1. This Policy is intended to inform individuals using services of CREDIT BANK OF MOSCOW (the "Bank") of the types of data that may be obtained in their respect in the course of registration in and usage of such services, and the ways in which the Bank may process such data. This Policy also sets out the purposes for which the personal information of users of the Bank's services may be processed and main precautions to be taken by them to keep their personal information confidential.

The following terms and designations are used herein:

"User" means any person having access to the Services via the Internet; and
"Services" means the Bank's mobile and web applications and remote banking systems allowing Users to interact with it under or without any banking service agreement, and its website, where information can be shared and certain transactions can be made via the Internet.

1.2. This Policy only applies to information obtained by the Bank as a result of Users using its Services.

1.3. By using the Bank's Services, Users unconditionally agree with the provisions hereof and the terms of processing of their personal information.

1.4. The Bank shall ensure safety of any personal information obtained from Users of its Services.

2. Information Obtained and Purposes of Its Use
2.1. Users' information is collected by the Bank solely for:

· technical management of its Services, and analysis and improvement of their performance;

· informing Users of its services and products;

· marketing purposes;

· other purposes stated herein or set out by Russian Laws.

2.2. Users' personal information may include their full name, gender, e-mail address, telephone number, identifier for access to the Bank's Services, bank card or other electronic payment device details etc., and data automatically transmitted in the course of using the Bank's Services, including without limitation: the IP-address and details of the device used for access etc. Device identifiers and mobile telephone numbers may be linked to the relevant user accounts.

In addition, the Bank's Services capable of geolocating Users' mobile devices allow the Bank to know their actual location.

Whenever a User pays for goods or services, transfers money or makes another transaction, the Bank records the place, time, details, amount thereof and payment method, the seller's and/or the service provider's identity, the reasons, if any, for and other information related to the abovementioned transactions.

2.3. The Bank shall use Users' information in compliance with this Policy, its Personal Data Policy, Personal Data Processing Regulation, approved internal orders, and Russian laws.

3. Periods and Ways of Processing Information
3.1. Users' information may be processed during such periods as required by the purposes of such processing and by Russian laws. Information may be processed in any lawful way, in particular in information systems of personal data with or without using automation tools.

3.2. The Bank may share Users' information with its affiliates or other companies related to it for the above purposes. The Bank's affiliates and related companies are bound by the provisions hereof.

3.3. The Bank shall not share Users' information with any companies or private individuals unrelated to it, except:

· where the User has consented thereto;

· where and as provided for by Russian laws, in particular for the purpose of:

complying with judgements or lawful requirements of state authorities;

detecting, stopping or otherwise obstructing fraud, or remedying technical failures or security problems;

protecting the Bank's or Users' rights, property or safety to the extent permitted by applicable laws.

3.4. The Bank may share generalised anonymised data on Users with its partners, such as publishers, advertisers etc. (for example, for the purpose of statistical or other research).

3.5. The Bank takes requisite organisational and technical measures to protect Users' personal information from illicit or accidental access, destruction, alteration, blocking, copying, dissemination and other illicit actions of third parties. In particular, the Bank improves constantly its data collection, storage and processing methods, including physical security measures, to prevent any unauthorised access to its systems that may be attempted to steal assets, perpetrate phishing or other types of fraud. The Bank also limits its employees', contractors' and agents' access to Users' information, imposing contractually strict confidentiality obligations.

3.6. Safe use of the Bank's Services also depends on whether Users follow recommendations given on the Bank's official website. Users must keep their credentials, such as login, password, fast access codes, bank cards' PIN codes, secret from any third parties and notify the Bank forthwith of any suspected unauthorised use of their user account or bank card details.

Users must limit the access of any third parties to their authentication means related to the Bank's Services (cards of one-time codes, password generators, crypto tokens etc.)

3.7. By following the Bank's recommendations, Users will ensure maximum safety of any information provided to it, including the details of their bank cards (or other electronic payment devices), and other data, and reduce any eventual risks of using such details to pay for goods or services, including via the Internet.

4. Obtaining Personal Data

4.1. The Bank shall only process Users' personal data if entered and/or sent by them independently via special forms of the Services or via e-mail. By filling in the relevant forms and/or sending their personal data to the Bank, each User agrees with this Policy.

4.2. The Bank shall process anonymised data about Users if permitted in their browser settings (if "cookies" and JavaScript are enabled).

4.3. Each User takes independently the decision to share their personal data and gives consent freely, of their own will and in their own interest.
5. Amendments
5.1. The Bank may amend this Policy without consent of any User. It may be amended for any reason, in particular to reflect sectoral regulations, changes in laws and so on. The Bank shall inform Users in due course through its website or other available communication channels of any material amendments hereto and of any data leakage, theft or loss incidents.
5.2. An amended Policy takes effect once posted on the Bank's website.
